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The Networking Environment 

Chapter 5 

©2022 T&F/CRC Press

All Rights Reserved



▪ Unde r s t and  compu t e r  ne t wor k i ng ,  i t s  h i s t o r y  and  evo l u t i on .  

▪ I den t i fy  t he  advan t ages  and  d i s advan t ages  o f  compu t e r  ne t wor k i ng .  

▪ Unde r s t and  e s sen t i a l  compu t e r  ne t wor k  componen t s  and  t e r mi no l ogy.

▪ Unde r s t and  d i ff e r en t  t ypes  o f  ne t wor k i ng .

▪ Unde r s t and  t he  Open  Sys t ems  I n t e r connec t ion  ( OSI )  and  Tr ansmi s s i on  

Con t r o l  P r o t oco l / I n t e r ne t  P r o t oco l  ( TPC/ I P )  Mode l s .

3Objectives
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▪ Unde r s t and  d i ff e r en t  t ypes  o f  ne t wor k i ng .

▪ Net wor k  Topo l ogy

▪ Unde r s t and  t he  Open  Sys t ems  I n t e r connec t ion  ( OSI )  

▪ Tr ansmi s s i on  Con t r o l  P r o t oco l / I n t e r ne t  P r o t oco l  ( TPC/ I P )  

Mode l s .

▪ The  Use r  Da t ag r am Pr o t oco l  ( UDP)  

4Objectives
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▪ I n  t h e  2 1 s t  c e n t u r y  t h e  wo r d  “ c o n n e c t e d ”  n o w  d e s c r i b e s  t h e  

s i g n i f i c a n t  a d v a n c e me n t s  i n  t e c h n o l o g y  t h a t  h a v e  c h a n g e d  o u r  w o r l d  

o n c e  a g a i n .  

▪ T h e  I n t e r n e t  i s  a n  e n o r mo u s  g l o b a l  n e t w o r k  o f  n e t w o r k s  t h a t  c a n  

c o n n e c t  e v e r y  c o mp u t i n g  d e v i c e  t o  i t s  v a s t  r e s o u r c e s ,  a n d  t o  e v e r y  

o t h e r  c o mp u t e r  o n  t h e  p l a n e t .  

▪ In  the  1960s ,  the  Advanced  Research  Projects  Agency  (ARPA),  

par t  o f  the  Depar tmen t  o f  Defense ,  funded  a  p roposed  ne twork  

p ro jec t  ca l led  the  Advanced  Research  Projects  Agency  Network 

(ARPANET) , th rough  the  Assoc ia t ion  for Comput ing  Machinery  

(ACM).  

5Introduction to Computer Networking
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▪ In  1969,  the  exper imental  ARPANET was 

cons t ructed .  

▪ The  new ne t wor k  connec t ed  t he  Un i ve r s i t i e s  o f  

Cal i fo r n i a  Los  Ange l e s  ( UCLA)  and  Ca l i fo r n i a  a t  

San t a  Ba r ba r a  ( UCSB) ,  t he  S t an fo r d  Resea r ch  

I n s t i t u t e  ( SRI ) ,  and  t he  Un i ve r s i t y  o f  U t ah  ( UTAH)  

t h r ough  t he  I n t e r ne t  Message  P r oces so r  ( I MP) .   

▪ The  fou r  un i ve r s i t i e s  fo r med  a  ne t wor k  and  

communi ca t ed  u s i ng  so f t wa r e  ca l l ed  t he  Net work  

Cont ro l  Program ( NCP) ,  whi ch  l a t e r  c ame  t o  be  

known  a s  a  p r o t oco l  o r  a  hos t - t o - hos t  pro t oco l .   

6Introduction to Computer Networking (cont.)
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▪ In  1981,  the  National  Science Foundat ion (NSF)  sponsored  the  

creat ion  of  CSNET. 

▪ This  network  was  created  for  univers i t ies  that  were  not  

qual i f ied  to  use  the ARPANET because  they  d id  not  have t ies  to  

the Defense  Advanced Research Projects  Agency (DARPA).  

7Introduction to Computer Networking (cont.)



▪ In  1983,  TCP/IP became the  off ic ia l  pro tocol  for  ARPANET.  

▪ I n  1983 ,  t he  ARPANET sp l i t  i n t o  t wo  s epa r a t e  ne t wor ks ,  t he  

MILNET fo r  mi l i t a r y  i n s t a l l a t i ons and  t he  ARPANET fo r  c i v i l i an  

use  ( ma i n l y  ded i ca t ed  t o  r e s ea r ch ) .  

▪ In  1989,  whi le  working  for   the  European Organizat ion  for  

Nuclear Research (CERN),  Tim Berners -Lee,  invented the 

World Wide Web (WWW).  

▪ The  i dea  was  t he  c r ea t i on  o f  a  s e r v i ce  t ha t  me rged  HTML,  URL and  

H TTP ,  s o  t ha t  a l l  compu t e r s  cou l d  unde r s t and  each  o t he r  i n  an  ea sy -

t o - u se  g l oba l  i n fo r ma t i on  sy s t em .

8Introduction to Computer Networking (cont.)
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▪ In 1990, the ARPANET was replaced by NSFNET. 

▪ In 1995,  the network became largely commercial  and 

grew exponential ly.   

▪ The ARPANET, not the NSFNET, that  was the 

predecessor to our Internet .  

▪ Today we take for granted this global network 

infrastructure called the Internet.  

9Introduction to Computer Networking (cont.)



▪ A protocol is  a  digital  language and set  of  specifications 

and procedures followed throughout the network so that  

computers in different locations can share information 

and resources,  making the network viable.  

▪ Networks  can  connect  many d i fferent  types  of  computers ,  and  

share  resources  that  res ide  on  widely  d i fferent  types  of  

servers .  

▪ Without  a  v iable  pro tocol ,  no  network  can  funct ion .  

▪ During  the  ear ly  years  of  the  ARPANET the  Network  

Working  Group (NWG) was  formed to  moni tor  and  oversee  

the  network’s  technical  aspects .  

10Protocols
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▪ The NWG was  ins t rumenta l  in  the  deve lopment  o f  the  

ARPANET and  se t  the  s tage  fo r  the  deve lopment  o f  the  

Network  Cont ro l  P ro toco l  (NCP)  and  la te r  the  Transmiss ion  

Cont ro l  P ro toco l / In te rne t  P ro toco l  (TCP/ IP) ,  the  mos t  wide ly  

used  communica t ions  p ro toco l  to  th i s  day.  

▪ In  1970 ,  the  NWG,  under  the  superv i s ion  o f  S teve  Crocker,  

comple ted  the  hos t - to -hos t  p ro toco l  ca l led  the  NCP.  

▪ Between  1970 -1972  the  NCP was  implemented  on  the  

ARPANET,  enab l ing  ne twork  users  to  deve lop  app l ica t ions .  

▪ Besides  Crocker,  Vin ton  G.  Cer f ,  one  o f  the  co - founders  o f  

TCP/IP,  had  been  invo lved  in  NCP des ign  and  deve lopment .  

11Protocols (Cont.)



▪ In1974 ,  Vinton G. Cerf  and Robert  E.  Kahn published a 

paper called “A Protocol for Packet Network 

Intercommunication Researchers”, which recognized 

the significance of  network intercommunication 

involving different types of computers,  f low control ,  

end-to-end error checking and topologies.  

▪ Thus ,  they  des igned the  TCP/IP protocol  a long with  the  

bas ic  architecture used to  transmit  data  over the Internet .

▪ Their  cont r ibut ion  i s  of  immense s igni f icance to  the  d ig i ta l  

revolu t ion  that  fo l lowed.   Dr.  Cerf  i s  commonly  known as  the  

“Father of  the  Internet” .  

12Protocols (Cont.)
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▪ Later  in  the  1970s ,  the  government  decided  to  sp l i t  TCP in to  

two protocols .  

▪ In  1981 ,  UC Berkeley,  working  under  a  cont ract  wi th  

DARPA ,  expanded TCP/IP to  include er ror  cor rect ion ,  

segmentat ion  and reassembly.  

▪ In  1981 ,  the  government  e l iminated  the  NCP and adopted  

TCP/IP as  the  off ic ia l  pro tocol  for  the  ARPANET.   

▪ In  1983 ,  the  ARPANET replaced  NCP with  TCP/IP and 

al lowed the  ARPANET to  sp l i t  in to  MILNET for mi l i tary  

and the ARPANET for research communicat io ns .   

13Protocols (Cont.)



▪ The Internet and the World Wide Web (WWW) are not 

the same. 

▪ The web is  a  way to view and share information over the 

internet .

▪ Tim Berners -Lee,  invented  the  World  Wide Web (WWW).  

▪ The idea  was  the  creat ion  of  a  serv ice  that  merged HTML, 

URL and HTTP,  so  that  a l l  computers  could  unders tand each  

other  in  an  easy - to-use  g lobal  informat ion  sys tem.

▪ The connect ion  in to  a  network  by  any device  occurs  e i ther  

wired  or  wire less ly.  

14The World Wide Web & the Internet
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▪ T h e  I n t e r n e t  i s  a  g l o b a l  n e t w o r k  o f  n e t w o r k s  t h a t  a r e  s t r u c t u r e d  t o  c o n n e c t  t o  e a c h  

o t h e r ,  w h e r e a s  t h e  We b  i s  a  s e r v i c e  t h a t  r u n s  o n  t h e  t o p  o f  t h i s  i n f r a s t r u c t u r e

▪ I n  a  w i r e d  c o n n e c t i o n ,  w e  p h y s i c a l l y  c o n n e c t  a  c o m p u t e r  i n t o  a  r o u t e r  u s i n g  E t h e r n e t  

c a b l e s .  

▪ I n  a  w i r e l e s s  c o n n e c t i o n  t h e  c o m p u t e r  i s  c o n n e c t e d  t o  t h e  n e t w o r k  v i a  a  r a d i o  s i g n a l .  

▪ T h e  I n s t i t u t e  o f  E l e c t r i c a l  a n d  E l e c t r o n i c s  E n g i n e e r s  ( I E E E )  h a s  d e f i n e d  t h e  s t a n d a r d  

f o r  w i r e l e s s  c o m m u n i c a t i o n s  w i t h  Wi - F i - e n a b l e d  d e v i c e s  a s  I E E E  8 0 2 . 1 1 ,  a n d  f o r  

E t h e r n e t  w i r e d  s t a n d a r d  c o n n e c t i o n s  a s  I E E E  8 0 2 . 3 .

15The World Wide Web & the Internet



Advantages

▪ Central  data  s torage -data  i s  shared  between devices /users ,  

users  can  access  data  remotely.

▪ Cost  benef i ts  of  shared

▪ Central ized protect ion and monitoring

▪ Abil i ty  to  Access  information at  a  very  fast  speed

▪ Network Backup rel iabi l i ty -ensures  that  data  i s  backed up  

onto  mul t ip le  servers .  

▪ Securi ty - through authent ica t ion that  val idates  the  ident i ty  of  

an author ized  user,  thereby prevent ing  thef t  or  unauthor ized  

access ing  of  data .

16Advantages and Disadvantages of Computer 

Networking  
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Disadvantages

▪ Cost  of  network management  and maintenance ,  including  

expensive  hardware  and appl ica t ions ,  Uninter rupt ib le  Power  

Supply  (UPS) ,  f i re  suppress ion  equipment ,  a i r  condi t ioning ,  

s tab le  temperature  maintenance,  humidi ty  cont ro l ,  a i r  

f i l t ra t ion  for  dus t  and  o ther  a i rborne par t ic les ,  and  the  

t ra in ing  of  personnel  to  run  the  data  center.

▪ Virus  and Malware - Infect ions  can  quickly  spread  on  a  

network  sys tem and repai r  i s  t ime consuming and may 

in ter rupt  the  f low of  bus iness .  

17Advantages and Disadvantages 

of Computer Networking  



▪ A compu t e r  ne t wor k  r equ i r e s  d i f f e r en t  componen t s  wh i ch  mus t  wor k  

t oge t he r  p r ope r l y.  

▪ The  ne t wor k  p r ov i de s  me t hods  and  t e chn i ques  t o  p r even t  and  mon i t o r  

unau t ho r i zed  acce s s ,  c a l l ed  da t a  b r eaches .  

▪ The  mos t  ba s i c  fo r m o f  ne t wor k i ng  i s  Peer- t o - Peer ( P2P) .  

▪ T h e  P 2 P n e t w o r k  i s  c r e a t e d  w h e n  t w o  o r  m o r e  c o m p u t i n g  d e v i c e s  s h a r e  

r e s o u r c e s  l i k e  s t o r a g e  d e v i c e s ,  f i l e s ,  a n d  p r i n t e r s  w i t h o u t  u s i n g  a  s e r v e r .  

▪ A l l  c o m p u t i n g  d e v i c e s  c a n  f u n c t i o n  a s  b o t h  a  c l i e n t  a n d  s e r v e r.  

18Computer Network Components and Terminology
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▪ W h a t  i s  a  s e r v e r ?   T h e  t e r m  r e f e r s  t o  a  

p i e c e  o f  h a r d w a r e  o r  s o f t w a r e  u s e d  t o  

p r o v i d e  r e s o u r c e s  f o r  o t h e r  c o m p u t e r s  o r  

d e v i c e s ,  c a l l e d  " c l i e n t s " .

▪ I n  n e t w o r k i n g ,  a  “ n o d e ”  r e f e r s  t o  a n y  

a d d r e s s a b l e  d e v i c e ,  r e d i s t r i b u t i o n  p o i n t ,  

c o n n e c t i o n  p o i n t ,  o r  c o m m u n i c a t i o n  

e n d p o i n t  t h a t  i s  c o n n e c t e d  t o  a  n e t w o r k .  

▪ A “ c l i e n t ”  i s  a  c o m p u t i n g  d e v i c e  t h a t  c a n  

u t i l i z e  a n d  s h a r e  n e t w o r k  r e s o u r c e s .  

▪ A c o m p u t i n g  d e v i c e  o n  a  T C P / I P n e t w o r k  

t h a t  h a n d l e s  n e t w o r k  a n d  n o d e  r e q u e s t s  f o r  

a p p l i c a t i o n s ,  a n d  o f f e r s  r e s o u r c e s  a n d  

s e r v i c e s  i s  c a l l e d  a  “ h o s t ” .  

19Network Components and Terminology (cont.)
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▪ The purpose  of  networking  i s  back  and for th  communicat ion .  

▪ A network  a l lows comput ing  devices  to  exchange packets  of  

data  safe ly  and securely .  

▪ Network software refers to  the  appl ica t ion  program that  runs  

the  network ,  help ing  adminis t ra tors  deploy,  manage and/or  

moni tor  i t .  

▪ Ne t wor k  a r c h i t e c tu r e  s i gn i f i e s  t he  wa y  ne t wor k  de v i c e s  a nd  s e r v i c e s  

a r e  c on f i gu r e d  a nd  s t r uc t u r e d .  

20Network Components and Terminology (cont.)
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▪ A c c e s s  P o i n t  ( A P )  o r  Wi re l e s s  A c c e s s  P o i n t  ( WA P ) i s  a  n e t w o r k i n g  d e v i c e  

t h a t  c o n t a i n s  a  r a d i o  t r a n s m i t t e r  a n d  a  r e c e i v e r  s i g n a l ,  e n a b l i n g  o t h e r  

c o m p u t i n g  d e v i c e s  t o  c o n n e c t  t o  t h e  n e t w o r k  a n d  c o m m u n i c a t e  w i t h  e a c h  

o t h e r.  

▪ A n  a c c e s s  p o i n t  c a n  c o n n e c t  r o u t e r s ,  s w i t c h e s  a n d  h u b s  v i a  E t h e r n e t  

c a b l e s  o r  Wi - F i  s i g n a l s .  

▪ T h i s  s m a l l ,  w i r e d  c o n n e c t i o n  a l l o w s  t h e  w i r e l e s s  n e t w o r k  t o  b r o a d c a s t  i n  

a  d e s i g n a t e d  a r e a .  A c c e s s  P o i n t s  o p e r a t e  a t  L a y e r  2 - D a t a  L i n k  o f  t h e  O S I  

m o d e l .  

▪ A d d re s s  R e s o l u t i o n  P ro t o c o l  ( A R P ) i s  a  n e t w o r k  p r o t o c o l  t h a t  f i n d s  t h e  

M e d i a  a c c e s s  c o n t r o l  a d d r e s s e s  ( M A C )  a d d r e s s  o f  a  d e v i c e  f r o m  a n  I P 

a d d r e s s .

21Network Components and Terminology (cont.)



▪ A B r i d g e i s  a  n e t w o r k  d e v i c e  t h a t  c o n n e c t s  t w o  o r  m o r e  n e t w o r k s  o r  s e g m e n t s .  

▪ T h e  b r i d g e  i s  r e s p o n s i b l e  f o r  r e g u l a t i n g  i n c o m i n g  t r a f f i c b y  i n s p e c t i n g  i t  a n d  

d e c i d i n g  w h e t h e r  t o  f o r w a r d  i t  o r  t o  f i l t e r  i t  ( b l o c k  i t ) ,  t h e r e b y  r e d u c i n g  

u n n e c e s s a r y  t r a f f i c .  

▪ D a t a  p a c k e t s a r e  u n i t s  o f  d a t a  s e n t  o v e r  a  T C P / I P  n e t w o r k ,  w i t h  t h e  g o a l  o f  

t r a n s m i t t i n g  d a t a  e f f i c i e n t l y  a n d  r e l i a b l y.  

▪ W h e n  w e  s e n d  s o m e t h i n g  o v e r  t h e  I n t e r n e t ,  t h e  d a t a  i s  d i v i d e d  i n t o  s m a l l  p i e c e s  

( u s i n g  s p e c i f i c  s i z e  i n  b y t e s )  t o  e n s u r e  e a c h  p a r t  i s  t r a n s m i t t e d  s u c c e s s f u l l y  a n d  t o  

a c c o m m o d a t e  v a r i o u s  b a n d w i d t h s .  

▪ B y  b r e a k i n g  t h e  d a t a  i n t o  p a r t s ,  t h e  d a t a  p a c k e t s  c a n  e v a d e  n e t w o r k  c o n g e s t i o n  

c a u s e d  b y  s i m u l t a n e o u s  t r a n s f e r s  a n d  c a n  b e  r e r o u t e d  v i a  l e s s  c o n g e s t e d  p a t h s .  

22Network Components and Terminology (cont.)
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▪ For  exampl e ,  i n In t erne t  Pro t oco l  ver s i on  6  ( IPv6) ,  t he  f i r s t  s ec t i on  o f  

e ach  da t a  packe t  i s  t he  I Pv6  heade r.  The  ma i n  componen t s  o f  an  I Pv6  

heade r  a r e  t he  fo l l owi ng .  

▪ Vers i on - i nd i ca t e s  t he  ve r s i on  o f  t he  I P.  The  heade r  s i z e  i s  4  b i t s

▪ Traf f i c  c l a s s - de s i gna te s  t he  c l a s s  o r  p r i o r i t y  s e t t i ngs  o f  I Pv6  packe t .  

I t s  s i z e  i s  8  b i t s .

▪ Fl ow Labe l - spec i f i e s  t ha t  packe t  be l ong  t o  a  spec i f i c  s equence .  

Exampl e s  i nc l ude  r ea l - t ime  da t a  such  a s  vo i ce  and  v i deo .  The  s i ze  

i s  20  b i t s .

▪ Pay l oad  l e ng t h - de f i ne s  t he  l eng t h  o f  t he  I Pv6  pay l oad  i n  oc t e t s .  

An oc t e t  i s  a  un i t  measu r i ng  d i g i t a l  i n fo r ma t i on  and  cons i s t s  o f  8  

b i t s .  The  s i z e  i s  16  b i t s .

23Network Components and Terminology (cont.)
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▪ Next  header - indicates  the  type of  the  f i r s t  ex tens ion  

header  or  the  Protocol  Data  Uni t  (PDU).  This  could  be  

TCP,  User  Datagram Protocol  (UDP) ,  or  o thers .  The s ize  i s  

8  b i t s .

▪ Hop Limit -des ignates  the  maximum number  of  l inks  that  

the  IPv6 packet  can  t ravel  before  the  packet  i s  re leased .  

The s ize  i s  8  b i t s .

▪ Source Address - the  or ig inat ing  IPv6 hos t  address .  The 

s ize  i s  128 b i t s .

▪ Dest inat ion of  IPv6 address - s tores  the  des t inat ion  hos t .  

The s ize  i s  128 b i t s  

24Network Components and Terminology (cont.)



▪ T h e  p a y l o a d d e l i v e r s  t h e  a c t u a l  d a t a  t o  i t s  d e s t i n a t i o n ,  a n d  t h e  t r a i l e r  

e n c o m p a s s e s  i n f o r m a t i o n  a b o u t  t h e  d e s t i n a t i o n  o f  t h e  p a c k e t .

▪ D y n a m i c  H o s t  C o n f i g u r a t i o n  P ro t o c o l  ( D H C P )  i s  t h e  c l i e n t  o r  s e r v e r  t h a t  

i s  r e s p o n s i b l e  f o r  a s s i g n i n g  a  d y n a m i c  I P a d d r e s s e s  t o  c l i e n t  c o m p u t e r s  a n d  

o t h e r  r e l a t e d  c o n f i g u r a t i o n  i n f o r m a t i o n .

▪ D o m a i n  N a m e  S y s t e m  ( D N S )  i s  a  d i r e c t o r y  o f  t h e  I P a d d r e s s e s  o f  t h e  e n t i r e  

I n t e r n e t .  

▪ T h e  D N S  t r a n s l a t e s  d o m a i n  n a m e s ,  w h i c h  p e o p l e  c a n  r e m e m b e r,   o r  m a p s  

h o s t  n a m e s  i n t o  I P a d d r e s s e s .  
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▪ DNS has  an t i - spam defenses ,  including  rout ing  secur i ty  l ike  

the  Resource  Publ ic  Key Inf ras t ructure  (RPKI)  that  safeguards  

the  In ternet ' s  rout ing  inf ras t ructure  and f i rewal ls .   

▪ The DNS can conta in  an  open s tandard  cal led  the  Sender  

Pol icy  Framework (SPF) ,  an  emai l  au thent ica t ion  method that  

i s  used  to  prevent  spam messages  sent  on  behal f  of  the  user ’s  

domain .  

▪ Thi s  s t anda r d  he l p s  i den t i fy  t he  ma i l  s e r ve r s  t ha t  a r e  au t ho r i zed  by  

t he  doma i n  owne r  t o  s end  ema i l .  SPF  de f i ne s  t he  co r r ec t  I P 

add r e s se s  t he  u se r  c an  s end  ema i l s  f r om.  

▪ Mor e  spec i f i c a l ly,  SPF  l ooks  a t  t he  doma i n  o f  t he  Re t u r n - pa t h  va l ue  

( i n  t he  ema i l ’s  heade r s )  fo r  a  p r ope r  SPF  va l ue .
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▪ Another  s tandard  created  for  the  same purpose  as  SPF is  the  

Domain  Keys  Ident i f ied  Mai l  (DKIM).   

▪ I t  a l so  prevents  cybercr iminals  f rom ident i fy ing the  user  as  

an emai l  sender.  DKIM can be  added to  the  DNS server  and 

provides  val idat ion  for  the  domain  name ident i ty  of  the  e -

mai l  sender  through cryptographic  authent ica t ion .  Yes ,  i t ' s  

rea l ly  me!  sending  th is  message!

▪ The DNS is  essent ia l  because  i t  p ro tects  users  and bus inesses  

f rom phishing  a t tacks .  
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▪ G a t e w a y  o r  P ro t o c o l  C o n v e r t e r s a r e  n e t w o r k  d e v i c e s  ( n o d e s )  

t h a t  c a n  b e  e m p l o y e d  a s  s o f t w a r e ,  h a r d w a r e ,  o r  a  c o m b i n a t i o n  

o f  b o t h  t o  c o n n e c t  t w o  d i s s i m i l a r  n e t w o r k s .  

▪ T h e  g a t e w a y  i s  a n  e n t r y  o r  e x i t  p o i n t  b e t w e e n  n e t w o r k s .  T h e  

g a t e w a y  t a k e s  d a t a  f r o m  o n e  n e t w o r k ,  i n t e r p r e t s  i t ,  a n d  t r a n s f e r s  

i t  t o  a n o t h e r  n e t w o r k .  

▪ G a t e w a y s  a r e  u s u a l l y  c o m p l e x ,  a n d  s i n c e  t h e y  a r e  f o u n d  a t  t h e  

e d g e s  o f  a  n e t w o r k ,  t h e y  a r e  i n t e g r a t e d  i n t o  r o u t e r s ,  f i r e w a l l s ,  

s e r v e r s ,  o r  o t h e r  d e v i c e s  t h a t  e n a b l e  t r a f f i c  t o  f l o w  i n  a n d  o u t  o f  

t h e  n e t w o r k .  

▪ W i t h o u t  g a t e w a y s  w e  w o u l d  n o t  b e  a b l e  t o  c o m m u n i c a t e  w i t h  

d e v i c e s ,  n o d e s  o r  n e t w o r k s  o u t s i d e  o f  o u r  o w n  n e t w o r k .  

▪ A Hub connec ts  comput ing  dev ices  and  se rves  as  a  

connec t ion  po in t  wi th in  a  p r iva te  ne twork  o r  loca l  a rea  

ne twork  (LAN)  by  b roadcas t ing  packe ts  o f  da ta  to  

o ther  connec ted  comput ing  dev ices .  
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▪ The data  packets  wi l l  s tay  wi th in  the  local  network ,  the  hub 

does  not  per form f i l ter ing  or  rout ing .  

▪ Hubs operate  a t  Layer  1 -Phys ical  layer  of  the  OSI  model .  

▪ A Bandwidth is  defined as the maximum rate of data 

t ransmitted across a network path per unit  of  t ime and 

measured in bits  per second
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▪ I n t e r n e t  P r o t o c o l  a d d r e s s  ( I P a d d r e s s ) i s  a  u n i q u e  i d e n t i f i e r  a s s i g n e d  t o  e v e r y  

s i n g l e  c o m p u t i n g  d e v i c e  o n  a  T C P / I P n e t w o r k .

▪ T h e  I P  a d d r e s s  h a s  t w o  p r i m a r y  f u n c t i o n s :  i t  i d e n t i f i e s  t h e  h o s t ’ s  o r  n e t w o r k  i n t e r f a c e  

i d e n t i f i c a t i o n  a n d  l o c a t i o n  a d d r e s s i n g .  

▪ W h e n  a  c o m p u t i n g  d e v i c e  s e n d s  d a t a  t o  a n o t h e r  d e v i c e ,  t h e  d a t a  h e a d e r s  c o n t a i n s  

i n f o r m a t i o n  a b o u t  t h e  s e n d i n g  d e v i c e ’s  I P  a d d r e s s  a l o n g  w i t h  t h e  d e s t i n a t i o n  d e v i c e ’s  

I P  a d d r e s s .

▪ T h e  I P  a d d r e s s  i s  l i k e  a  p h y s i c a l  h o m e  a d d r e s s  f o r  t h e  c o m p u t e r  t h a t  d e t e r m i n e s  w h e r e  

t h e  m a i l  s h o u l d  b e  d e l i v e r e d .  I n  1 9 8 2 ,  w h e n  T C P / I P  b e c a m e  t h e  o f f i c i a l  p r o t o c o l  f o r  

A R PA N E T,  I P  a d d r e s s e s  f i r s t  e m e r g e d .  

▪ T h e  f i r s t  v e r s i o n  o f  m o d e r n  T C P w a s  w r i t t e n  i n  1 9 7 3  b y  C e r f  a n d  K a h n .

▪ T h e  f i r s t  a n d  s e c o n d  I n t e r n e t  P r o t o c o l s ,  I P v 1 a n d  I P v 2 ,  w e r e  n e v e r  d e f i n e d ;  I P v 3  a n d  

I P v 5  w e r e  e x p e r i m e n t a l .  I n t e r n e t  P r o t o c o l  4 ,  I P v 4 ,  w a s  t h e  f i r s t  v e r s i o n  t h a t  w a s  u s e d  

p u b l i c l y  a n d  c a r r i e d  a  t h e o r e t i c a l  l i m i t  o f  4 . 3  b i l l i o n  ( 2 3 2 )  a d d r e s s e s .  
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▪ T h e  o r g a n i z a t i o n  t h a t  i s  r e s p o n s i b l e  f o r  a l l o c a t i n g  a n d  

m a i n t a i n i n g  g l o b a l  I P  a d d r e s s e s  i s  t h e  I n t e r n e t  

A s s i g n e d  N u m b e r s  A u t h o r i t y  ( I A N A ) .   

▪ I A N A h a s  b e e n  a  d i v i s i o n  o f  t h e  I n t e r n e t  C o r p o r a t i o n  

f o r  A s s i g n e d  N a m e s  a n d  N u m b e r s  ( I C A N N )  s i n c e  1 9 9 8  

a n d  i s  r e s p o n s i b l e  f o r  m a i n t a i n i n g  t h e  C e n t r a l  I n t e r n e t  

A d d r e s s  p o o l s  a n d  t h e  D N S  r o o t  z o n e .  

▪ I A N A a s s i g n s  I P  a d d r e s s  b l o c k s  t o  f i v e  i n t e r n a t i o n a l  

R e g i o n a l  I n t e r n e t  R e g i s t r i e s  ( R I R ) .  

▪ G l o b a l l y ,  t h e s e  f i v e  r e g i o n s  c r e a t e  s m a l l e r  a d d r e s s  

b l o c k s  a v a i l a b l e  t o  t h e  r e s p e c t i v e  L o c a l  I n t e r n e t  

R e g i s t r i e s  ( L I R )  a n d  t h e  N a t i o n a l  I n t e r n e t  R e g i s t r i e s  

( N I R ) .  

▪ T h e  I S P s  a s s i g n  I P  a d d r e s s e s  t o  t h e  u s e r s .  A t  p r e s e n t ,  

I A N A i s  i s s u i n g  t w o  t y p e s  o f  I P  a d d r e s s e s ,  I P  v e r s i o n  4  

( I P v 4 )  a n d  I P  v e r s i o n  6  ( I P v 6 ) .  
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▪ I P v 4 ,  f i r s t  d e p l o y e d  i n  1 9 8 3 ,  u s e s  a  3 2 - b i t  a d d r e s s  a n d  c a n  h a n d l e  4 , 2 9 4 , 9 6 7 , 2 9 6  ( 2 3 2 )  

u n i q u e  a d d r e s s e s .  I t  i s  s t i l l  t h e  m o s t  w i d e l y  u s e d  I P  v e r s i o n .   

▪ B e c a u s e  I P v 4  i s  c u r r e n t l y  r u n n i n g  o u t  o f  a d d r e s s e s ,  I S P s  a r e  s w i t c h i n g  t o  I P v 6 .  A t  t h e  

p r e s e n t  t i m e ,  I P v 4  c o e x i s t s  h a r m o n i o u s l y  w i t h  t h e  n e w e r  I P v 6 ,  w h i c h  w i l l  e v e n t u a l l y  r e p l a c e  

i t ,  a t  w h i c h  p o i n t  I P v 4  w i l l  b e c o m e  a  l e g a c y  p r o t o c o l .

▪ I P v 6  u s e s  a  1 2 8 - b i t  a d d r e s s ,  t h e o r e t i c a l l y  d e l i v e r i n g  2 1 2 8  u n i q u e  a d d r e s s e s .  

▪ I t  o f f e r s  a b o u t  3 4 0  t r i l l i o n  t r i l l i o n t r i l l i o n c o m b i n a t i o n s ,  c a l l e d  u n d e c i l l i o n ,  o r  s e x t i l l i o n  o r  

d o d e k i l l i o n a n d  i s  e q u a l  t o  1 0 3 6 .

▪ A s  o p p o s e d  t o  I P v 4 ,  w h i c h  i s  w r i t t e n  i n  d o t t e d  d e c i m a l  n o t a t i o n ,  I P v 6 i s  w r i t t e n  u s i n g  

h e x a d e c i m a l  n o t a t i o n .  

▪ A n  e x a m p l e  o f  a n  I P  a d d r e s s  p r o v i d e d  b y  I P v 6  f o r  t h e  M i c r o s o f t  C o r p o r a t i o n  i n  R e d m o n d ,  

Wa s h i n g t o n ,  U n i t e d  S t a t e s  i s  2 a 0 1 : 1 1 1 :  f 4 0 0 : 5 2 5 4 : : 2 .
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I n  t h e  I P  w o r l d ,  t h e r e  a r e  t w o  t y p e s  o f  I P  a d d r e s s e s :  s t a t i c  a n d  d y n a m i c .

T h e  s t a t i c  I P  d o e s  n o t  c h a n g e  u n t i l  t h e  d e v i c e  i s  r e t i r e d .  T h i s  t y p e  o f  I P  i s  a s s i g n e d  b y  t h e  

I n t e r n e t  S e r v i c e  P r o v i d e r  ( I S P )  o r  b y  a  n e t w o r k  a d m i n i s t r a t o r .

▪ A s t a t i c  I P a d d r e s s  i s  a s s i g n e d  t o  i m p o r t a n t  e x t e r n a l  c o m p u t i n g  d e v i c e s ,  a  s e r v e r  ( w e b  

s e r v e r ,  e m a i l  s e r v e r ,  p r i n t e r  s h a r e d  w i t h i n  t h e  n e t w o r k )  o r  w e b s i t e s  t h a t  n e e d  t o  u s e  t h e  

I P  a d d r e s s  s o  o t h e r  d e v i c e s  c a n  c o n n e c t  t o  i t  q u i c k l y .  

▪ T h e  d y n a m i c  I P i s  s u b j e c t  t o  c h a n g e  a n d  i s  a s s i g n e d  b y  D y n a m i c  H o s t  C o n f i g u r a t i o n  

P r o t o c o l  ( D H C P )  s e r v e r s .  

▪ S o m e  o f  i t s  a d v a n t a g e s  i n c l u d e  b e t t e r  s e c u r i t y .

▪ I t  i s  h a r d e r  f o r  h a c k e r s  t o  f i n d  t h e  l o c a t i o n  a n d  t a r g e t  n e t w o r k e d  e q u i p m e n t  t h e y  a r e  

l o o k i n g  f o r ,  s i n c e  t h e  a d d r e s s  m a y  h a v e  c h a n g e d .  

▪ A l s o ,  t h e  d y n a m i c  I P  i s  e a s i e r  t o  s e t  u p  w i t h  a u t o m a t i c  c o n f i g u r a t i o n  b y  t h e  D H C P  s e r v e r .  

▪ T h e  D H C P  a u t o m a t i c a l l y  a s s i g n s  c o m p u t i n g  d e v i c e s  w i t h  u n l i m i t e d  I P  a d d r e s s e s  a n d  i s  

c o n s t a n t l y  r e u s i n g  t h e m .  

▪ T h e  u s e  o f  d y n a m i c  I P  a d d r e s s e s  i s  l e s s  e x p e n s i v e  t h a n  s t a t i c  I P s .  
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Ty p i c a l l y ,  a  n e t w o r k  a d m i n i s t r a t o r  o r  t h e  I S P  c a n  a s s i g n  a  s t a t i c  I P.  A n  I P  c a n  b e  c l a s s i f i e d  

a s  e i t h e r  a  p u b l i c  o r  a  p r i v a t e  I P  a d d r e s s .  

▪ A p u b l i c  I P  a d d r e s s c a n  b e  e i t h e r  s t a t i c  o r  d y n a m i c  a n d  i s  a c c e s s i b l e  t o  e v e r y o n e  o n  t h e  

I n t e r n e t .  I t  i s  u n i q u e  f o r  e a c h  d e v i c e  a n d  i s  p r o v i d e d  b y  I S P s  a s  s o o n  a s  t h e  c o m p u t i n g  

d e v i c e  i s  c o n n e c t e d  t o  t h e  I n t e r n e t  g a t e w a y.  

• W h e n  t h e  I S P  a s s i g n s  a n  I P  a d d r e s s  t o  a  g a t e w a y,  t h e  g a t e w a y  p e r m i t s  m u l t i p l e  

d e v i c e s  t o  a c c e s s  t h e  I n t e r n e t  t h r o u g h  a  s i n g l e  p u b l i c  I P  a d d r e s s  t h r o u g h  a  p r o c e s s  

c a l l e d  N e t w o r k  A d d r e s s  Tr a n s l a t i o n  ( N AT ) .  

• T h e  N AT l i m i t s  t h e  n u m b e r  o f  p u b l i c  I P s  t h a t  a n  o r g a n i z a t i o n  m u s t  u s e  b y  

t r a n s l a t i n g  a  p u b l i c  I P  t o  p r i v a t e  I P  f o r  s e c u r i t y  a n d  c o s t - e f f e c t i v e  p u r p o s e s .

• F r o m  a  s e c u r i t y  p e r s p e c t i v e ,  N AT e n h a n c e s  s e c u r i t y  b y  h i d i n g  t h e  i n t e r n a l  

n e t w o r k  f r o m  t h e  o u t s i d e  w o r l d .  

• N AT i s  a  p r o c e s s  i n  w h i c h  o n e  o r  m u l t i p l e  p r i v a t e  I P s  a r e  t r a n s l a t e d  ( m a p p e d )  i n t o  

o n e  o r  m u l t i p l e  p u b l i c  o r  g l o b a l  I P  a d d r e s s e s  a n d  v i c e  v e r s a .  

• A p r i v a t e  I P  a d d r e s s i s  u s e d  l o c a l l y  o n l y ,  f o r  e x a m p l e  i n  a  L o c a l  A r e a  N e t w o r k  ( L A N )  

a n d  i s  n e v e r  r o u t e d  o u t s i d e  o f  t h e  n e t w o r k .  
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▪ P r o t o c o l s a r e  a  s e t  o f  s p e c i f i c a t i o n s  

a n d  p r o c e d u r e s  u s e d  b y  s y s t e m s  t o  

c o m m u n i c a t e  w i t h  e a c h  a n o t h e r .

▪ I m p o r t a n t  p r o t o c o l s  a r e  t h e  

T r a n s m i s s i o n  C o n t r o l  P r o t o c o l  ( T C P )  

a n d  H y p e r t e x t  T r a n s f e r  P r o t o c o l  

S e c u r e  ( H T T P S ) .  

▪ A p o r t i s  a  n u m b e r  u s e d  t o  i d e n t i f y  a  

c o m m u n i c a t i o n  e n d p o i n t  o n  a  

n e t w o r k .  

▪ P o r t s a r e  v i r t u a l  p l a c e s  w i t h i n  a n  O S  

w h e r e  n e t w o r k  c o n n e c t i o n s  s t a r t  a n d  

e n d .  

▪ T h e y  h e l p  c o m p u t i n g  d e v i c e s  s o r t  

t h e  n e t w o r k  t r a f f i c  t h e y  r e c e i v e .

35Network Components and Terminology (cont.)

©2022 T&F/CRC Press

All Rights Reserved



▪ Medi a  Acces s  Cont ro l  Addres s  ( MAC addres s ) or  Phys i ca l  Addr e s s  i s  a  

un i que ,  48 - b i t ,  i den t i f i ca t ion  number  a l l oca t ed  t o  eve r y  compu t i ng  

dev i ce ’s  ne t wor k  i n t e r f ace  ca r d  ( NI C)  by  t he  manufac t u r e r.  

▪ T h e  M A C  a d d r e s s  d o e s  n o t  c h a n g e ;  i t  i s  h a r d  c o d e d  i n t o  t h e  N I C  o r  s t o r e d  i n  R e a d  O n l y  

M e m o r y  ( R O M ) .  

▪ T h e  a d d r e s s  c a n  b e  c o n f i g u r e d  u s i n g  m a n u f a c t u r e r - s u p p l i e d  s o f t w a r e .   

▪ T h e  M A C  a d d r e s s  i s  u s e d  t o  c o n n e c t  t h e  d e v i c e  t o  t h e  n e t w o r k  a n d  t o  f i l t e r  t h e  p r o c e s s  o n  

w i r e l e s s  n e t w o r k s .  

▪ F o r  e x a m p l e ,  s i n c e  t h e  I P  a d d r e s s  i s  d y n a m i c  a n d  c h a n g e s ,  t h e  M A C  a d d r e s s  c a n  b e  

u s e d  t o  i d e n t i f y  t h e  d e v i c e .  

▪ F r o m  a  s e c u r i t y  p o i n t  o f  v i e w,  a  w e a k n e s s  i s  t h a t  t h e  M A C  a d d r e s s  c a n  b e  u s e d  t o  

t r a c k  a  c o m p u t i n g  d e v i c e  o n  a  W i - F i  n e t w o r k .

▪ O n e  w a y  t o  d o  t h i s  i s  c a l l e d  M A C  s p o o f i n g ,  a  m e t h o d  u s e d  b y  h a c k e r s  t o  m a n i p u l a t e  

a n d  c h a n g e  a  f a c t o r y - a s s i g n e d  M A C  a d d r e s s  a n d  t h e n  a t t e m p t  t o  c o n c e a l  h i s / h e r  

i d e n t i t y  o r  t o  b y p a s s  t h e  M A C  a d d r e s s  c o n t r o l  l i s t  b y  p r e t e n d i n g  t o  b e  a n  a u t h o r i z e d  

u s e r .  
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▪ The  hacke r  c an  deny  s e r v i ce s  on  a  w i r e l e s s  ne t wor k ,  i n j ec t  packe t s ,  

s end  f r ames  t o  a l l  t he  w i r e l e s s  u se r s  u s i ng  a  b r oadcas t  add r e s s  and  

man i pu l a t e  any  packe t  f i e l d .   

▪ Compan i e s  l i ke  Andr o i d ,  L i nux ,  i OS ,  and  Wi ndows  have  i mp l emen t ed  

MAC add r e s s  r andomi za t i on ,  wh i ch  a l l ows  mob i l e  dev i ce s  t o  r o t a t e  

a c r o s s  r andom ha r dwar e  add r e s se s .

▪ An i n t e r e s t i ng  po i n t  i s  t ha t  MAC spoo f i ng  a t t a cks  happen  v i a  t he  

Addr e s s  Reso l u t i on  P r o t oco l  ( ARP) .  

▪ An ARP a l l ows  an  I P node  t o  ve r i fy  t he  ha r dwar e  MAC add r e s se s .  

Mor e  spec i f i c a l ly,  t he  ARP maps  a  ne t wor k  t o  f i nd  ou t  t he  MAC 

add r e s s  o f  a  dev i ce  f r om an  I P add r e s s .  
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▪ MAC add r e s se s  cons i s t  o f  12 - d i g i t  hexadec i ma l  number s ,  48  b i t s ,  o r  6  

by t e s .  The  f i r s t  3  by t e s  ( 24  b i t s  o r  224 )  r ep r e sen t  t he  Organ i za t i ona l ly  

Un i que  I den t i f i e r  ( OUI ) ,  o r  manufac t u r e r ’s  code  a s s i gned  by  t he  

I n s t i t u t e  o f  E l ec t r i c a l  and  E l ec t r on ic s  Eng i nee r s  ( I EEE) .
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▪ Net work  Addres s  Trans l a t i on  ( NA T) a l l ows  ne t wor k  dev i ce s  l i ke  

r ou t e r s  t o  connec t  p r i va t e  I P ne t wor ks  t o  t he  I n t e r ne t  by  r ep l ac i ng  t he  

pr i va t e  I P wi t h  a  pub l i c  I P add r e s s .  

▪ The  NAT ac t s  a s  a  “ r ecep t ion i s t  o r  a  d i spa t che r ”  be t ween  t he  I n t e r ne t  

( pub l i c  I Ps )  and  l oca l  ne t wor k  ( p r i va t e  I Ps ) .  

▪ Wi t h  t h i s  me t hod ,  on l y  a  s i ng l e  I P add r e s s  i s  needed  t o  connec t  an  

en t i r e  g r oup  o f  l oca l  compu t i ng  dev i ce s  t o  t he  I n t e r ne t .  

▪ The  Ne t work  In t er f ace  Card  ( NIC) , a l so  known  a s  Ne t wor k  I n t e r f ace  

Con t r o l l e r  o r  Ne t wor k  Adap t e r i s  a  p i ece  o f  compu t e r  ha r dwar e  t ha t  

pe r mi t s  a  compu t i ng  dev i ce  t o  connec t  t o  a  ne t wor k  v i a  w i r ed  o r  

w i r e l e s s  connec t i ons .  

▪ A NI C ca r d ’s  add r e s s  i s  t he  MAC addr e s s  o f  t he  dev i ce .
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N e t w o r k  U t i l i t i e s a r e  s o f t w a r e  t o o l s  t h a t  a n a l y z e ,  d i a g n o s e ,  a n d  c o n f i g u r e  m a n y  

a s p e c t s  o f  c o m p u t e r  n e t w o r k i n g ,  a n d  b e g i n  w o r k i n g  o n  s o l u t i o n s .  

S o m e  o f  t h e  m o s t  c o m m o n  o p e n - s o u r c e  u t i l i t i e s  i n c l u d e :  

▪ A n g r y  I P  S c a n n e r - a  c r o s s - p l a t f o r m  n e t w o r k  s c a n n e r .  

▪ C i s c o  P a c k e t  T r a c e r - N e t w o r k  s i m u l a t i o n ,  u s e d  t o  t e s t  n e t w o r k  e n v i r o n m e n t s  b e f o r e  

i m p l e m e n t a t i o n .  I t  m a y  w o r k  a c r o s s  d i f f e r e n t  p l a t f o r m s

▪ i P e r f 3 - n e t w o r k  p r o b l e m  s o l v i n g ,  p e r f o r m a n c e  m e a s u r e m e n t  a n d  t u n i n g  ( M i c r o s o f t  

Wi n d o w s ,  m a c O S ,  L i n u x ) .  

▪ N e t s t a t  o r  N e t w o r k  s t a t i s t i c s - d e l i v e r s  b a s i c  s t a t i s t i c s  o n  n e t w o r k  a c t i v i t i e s  o n  m o s t  

o p e r a t i n g  s y s t e m s .   

▪ N m a p - n e t w o r k  s c a n n e r  a n d  m o n i t o r  f o r  u n a u t h o r i z e d  d e v i c e s  a n d  o p e n  p o r t s  

( s u p p o r t s  c r o s s - p l a t f o r m ) .  

▪ P u T T Y- u s e d  t o  a c c e s s  a n d  c o n f i g u r e  n e t w o r k  d e v i c e s  ( M i c r o s o f t  Wi n d o w s ,  m a c O S ,  

L i n u x ) .  

▪ Wi r e s h a r k - c o l l e c t s  a n d  i n t e r p r e t s  n e t w o r k  t r a f f i c  ( s u p p o r t e d  c r o s s - p l a t f o r m ) .  
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Addi t i ona l ly,  some  o f  t he  key  ne t wor k  u t i l i t i e s  i nc l uded  wi t h  t he  common  

Oper a t i ng  Sys t ems  ( OS)  a r e  t he  fo l l owi ng :  

▪ a r p

▪ i pcon f i g

▪ p i ng  

▪ ne t s t a t

▪ t r a ce r t
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42Network Components and Terminology (cont.)

▪ Repeat er i s  a  ne t wor k  dev i ce  t ha t  r e ce i ve s  and  r egene r a t e s  t he  s i gna l  

ove r  t he  s ame  ne t wor k .  

▪ A r e p e a t e r  d o e s  n o t  u n d e r s t a n d  f r a m e s  o r  p a c k e t s  o r  h e a d e r s  a n d  c a n n o t  p e r f o r m  

i n t e l l i g e n t  r o u t i n g  b u t  o n l y  r e g e n e r a t e s  a n d  r e p r o d u c e s  t h e  s i g n a l .  

▪ T h e  r e p e a t e r  o p e r a t e s  a t  t h e  L a y e r  1 - P h y s i c a l  L a y e r  o f  t h e  O S I  m o d e l .

▪ Rout ers a r e  v i r t ua l  o r  phys i ca l  ne t wor k  dev i ce s  t ha t  func t i on  a s  

d i spa t che r s  by  fo r war d i ng  da t a  packe t s  be t ween  d i ff e r en t  I P ne t wor ks .  

▪ A r o u t e r  e v a l u a t e s  d a t a  p a c k e t s  a n d  c h o o s e s  t h e  b e s t  r o u t e s  o n  w h i c h  t o  s e n d  t h e m .

▪ S e r v e r s a r e  c o m p u t e r  h a r d w a r e  o r  s o f t w a r e  t h a t  a c c e p t  a n d  r e s p o n d  t o  r e q u e s t s  

m a d e  b y  a  c l i e n t  o v e r  a  n e t w o r k .  

The client-server model
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▪ S w i t c h e s a r e  m u l t i p o r t  d e v i c e s  t h a t  c o n n e c t  c o m p u t i n g  

d e v i c e s  i n  a  n e t w o r k  a n d  a c t  l i k e  c o n t r o l l e r s .  S w i t c h e s  

v a r y  f r o m  h u b s  b e c a u s e  t h e y  h a n d l e  d a t a  p a c k e t s  

d i f f e r e n t l y,  b y  p e r f o r m i n g  e r r o r  c h e c k i n g  a n d  b y  n o t  

f o r w a r d i n g  d a t a  p a c k e t s  t h a t  h a v e  e r r o r s .  

▪ S w i t c h e s  i m p r o v e  e f f i c i e n c y  a n d  p e r f o r m a n c e .  A  s w i t c h  i s  a  

d e v i c e  i n  t h e  d a t a  l i n k  l a y e r ,  o r  l a y e r  t w o  o f  t h e  s e v e n - l a y e r  O S I  

m o d e l  ( s e e  O S I  m o d e l )  t h a t  a l l o w s  d e v i c e s  o n  a  n e t w o r k  t o  

c o m m u n i c a t e  w i t h  e a c h  o t h e r  a s  w e l l  a s  w i t h  o t h e r  n e t w o r k s .  

43Network Components and Terminology (cont.)

▪ S t a n d a r d s a r e  s e t s  o f  r u l e s  f o r  c o m p o n e n t s  a n d  s y s t e m s  m a n u f a c t u r e r s  t h a t  d e f i n e  

h o w  t o  c o m m u n i c a t e  i n  d i f f e r e n t  s e t t i n g s .  

▪ F o r  e x a m p l e ,  E t h e r n e t - b a s e d  n e t w o r k s  a r e  d e f i n e d  b y  I E E E  8 0 2 . 3  s t a n d a r d s ,  i s s u e d  b y  t h e  

I n s t i t u t e  o f  E l e c t r i c a l  a n d  E l e c t r o n i c s  E n g i n e e r s  ( I E E E ) ,  a n d  B l u e t o o t h  d e v i c e s  a r e  d e f i n e d  b y  

B l u e t o o t h  L o w  E n e r g y  5 . 1 ,  w h i c h  i s  a  w i r e l e s s  t e c h n o l o g y  s t a n d a r d  f o r  e x c h a n g i n g  d a t a  o v e r  

s h o r t  d i s t a n c e s .  
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44Network Components and Terminology (cont.)

▪ Vi r t u a l i z a t i o n i n  c o m p u t i n g  o r  V M ,  i s  t h e  t e c h n o l o g y  o f  c r e a t i n g  s o f t w a r e - b a s e d  o r  

v i r t u a l  s e r v i c e s  l i k e  o p e r a t i n g  s y s t e m s ,  s e r v e r s  e t c . ,  b y  d i s t r i b u t i n g  c a p a b i l i t i e s  a n d  

e n a b l i n g  a  s i n g l e  m a c h i n e  t o  a c t  l i k e  m u l t i p l e  s i m u l a t e d  d e v i c e s .  

▪ Vi r t u a l i z a t i o n  i s  a  c o s t - s a v i n g  m e t h o d .  A h y p e r v i s o r  i s  t h e  s o f t w a r e  t h a t  c r e a t e s  

a n d  m a n a g e s  v i r t u a l  m a c h i n e s .
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45Types of Networks 

To  b e  a b l e  t o  m e e t  e v o l v i n g  d e m a n d s  a n d  n e e d s ,  d i f f e r e n t  

t y p e s  o f  n e t w o r k s  h a v e  b e e n  d e s i g n e d .  

▪ C A N  ( C a m p u s  A r e a  N e t w o r k ) A s  t h e  n a m e  i n d i c a t e s ,  t h i s  t y p e  

o f  n e t w o r k  i s  d e s i g n e d  f o r  e d u c a t i o n a l  i n s t i t u t i o n s  l i k e  

c a m p u s e s ,  c o l l e g e s ,  s c h o o l s  a n d  u n i v e r s i t i e s .  

▪ A C A N  n e t w o r k  i s  l a r g e r  t h a n  a  L o c a l  A r e a  N e t w o r k  ( L A N )  

a n d  s m a l l e r  t h a n  a  Wi d e  A r e a  N e t w o r k  ( WA N ) .  

▪ PA N  ( P e r s o n a l  A r e a  N e t w o r k ) i s  a  s h o r t - r a n g e  n e t w o r k ,  t h a t  

s e r v e s  o n e  p e r s o n  a s  t h e  n a m e  i n d i c a t e s .  

▪ F o r  e x a m p l e ,  u s i n g  a n  a p p  o n  a  m o b i l e  d e v i c e  l i k e  a  w r i s t  

f i t n e s s  t r a c k e r ,  h e a r t  r a t e  m o n i t o r  o r  p e d o m e t e r  w i t h  a  

B l u e t o o t h  d e v i c e  i s  a  PA N .  

▪ W h e n  a  p e r s o n  c o n n e c t s  a n y  t w o  d e v i c e s  s u c h  a s  a  m o b i l e  

p h o n e  a n d  a  c o m p u t i n g  d e v i c e ,  o r  s h a r e s  e - m a i l s ,  p h o t o s ,  

t e x t  m e s s a g e s  a n d  m o r e ,  t h i s  a l s o  i s  d o n e  w i t h i n  a  P e r s o n a l  

A r e a  N e t w o r k .

A CAN Network

A PAN Network
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46Types of Networks (cont.) 

▪ L A N  ( L o c a l  A r e a  N e t w o r k ) i s  a  m e d i u m  r a n g e  n e t w o r k  t h a t  

s p a n s  a n  a r e a  i n s i d e  a  s i n g l e  r o o m ,  b u i l d i n g  o r  g r o u p  o f  

b u i l d i n g s ,  o f f i c e ,  f a c t o r y  o r  s c h o o l ,  a l l o w i n g  t h e  s h a r i n g  o f  

d a t a ,  f i l e s ,  a n d  r e s o u r c e s .  

▪ A L A N  m i g h t  c o n n e c t  a l l  t h e  c o m p u t e r s  i n  a  s c h o o l  o r  a  b u i l d i n g  

a n d  c o u l d  c o n t a i n  b o t h  w i r e d  a n d  w i r e l e s s  d e v i c e s .

▪ M A N  ( M e t r o p o l i t a n  A r e a  N e t w o r k ) i s  a  l o n g - r a n g e  n e t w o r k  

t h a t  p r o v i d e s  c o m m u n i c a t i o n s  o v e r  a  l a r g e r  a r e a  t h a n  a  L A N  

a n d  a  s m a l l e r  a r e a  t h a n  a  WA N .  

▪ E x a m p l e s  i n c l u d e  c i t y w i d e  n e t w o r k s ;  g o v e r n m e n t a l  b o d i e s  

t y p i c a l l y  o w n  a n d  a d m i n i s t e r  M A N s .  

▪ WA N  ( W i d e  A r e a  N e t w o r k ) i s  t h e  l a r g e s t  a r e a  c o m m u n i c a t i o n s  

n e t w o r k .  I t  c a n  s p a n  a  l a r g e  g e o g r a p h i c  a r e a  a n d  c a n  c o n n e c t  

m u l t i p l e  n e t w o r k s  i n  a  c o u n t r y,  f r o m  r e g i o n  t o  r e g i o n  o r  

t h r o u g h o u t  t h e  w o r l d .  

▪ T h e  l a r g e s t  WA N  i s  t h e  I n t e r n e t ,  c o n n e c t i n g  m i l l i o n s  o f  n e t w o r k s  

a r o u n d  t h e  g l o b e .  WA N  c o n n e c t i v i t y  c a n  b e  a c c o m p l i s h e d  b y  

l e a s e d  f i b e r  l i n e s  a n d  s a t e l l i t e  l i n k s .

A LAN Network

A MAN Network

A WLAN Network
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47Types of Networks (cont.) 

▪ Virtual  Local  Area Network (VLAN) i s  a  logical  ins tead  of  

physical  connect ion  of  d i fferent  nodes  in  one or  more  LANs.  

Addi t ional ly,  the  LANS are  conf igured  to  communicate  as  i f  

they  are  phys ical ly  connected .   

▪ For  exampl e ,  LAN nodes  can  be  connec t ed  t o  e ach  o t he r  w i t h  

swi t ches  o r  r epea t e r s  and  can  p r opaga t e  o r  b r oadcas t  da t a  t h r oughou t  

t he  ne t wor k .  

▪ Usua l l y,  when  t wo  peop l e  t r y  t o  s end  da t a  a t  t he  s ame  t i me ,  a  da t a  

co l l i s ion  may  occu r,  and  t he  swi t ches  o r  r epea t e r s  w i l l  con t i nue  t o  

p r opaga t e  on  t he  ne t wor k .  Af t e r  a  co l l i s ion ,  t he  o r i g i na l  da t a  mus t  be  

r e sen t  once  t he  co l l i s ion  i s  r epa i r ed .  

▪ VLANs  he l p  t o  r educe  t r a ff i c  pa s s i ng  t h r ough  r ou t e r s  by  d i v i d i ng  and  

c r ea t i ng  s egmen t s  w i t hou t  hav i ng  t o  d i s connec t  phys i ca l  nodes  o r  
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▪ VPN (Virtual Private Network) is  a  point- to-point  

secure network connection for traffic in transit  across 

the Internet .  

▪ A VPN es tabl i shes  some pr ivacy  by  encrypt ing  a  personal  

tunnel  and  enci rc l ing  the  user ’s  ident i ty.  

▪ I t  d i rects  the  user ’s  t raff ic  through a  VPN server  and masks  

the  user ’s  IP or ig inal  address ,  ac t ing  as  a  middleman.  

▪ The mixture  of  rout ing  to  a  VPN server,  masking  of  IP 

address  and the  pr ivate  tunnel  encrypt ion  makes  snooping 

more  d i ff icu l t  for  cybercr iminals ,  the  government ,  and  ISPs .  
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A Virtual Private Network
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50Network Topology

▪ N e t w o r k  t o p o l o g y s h o w s  t h e  l a y o u t  o f  t h e  n e t w o r k  a n d  h o w  i t s  n o d e s  a n d  l i n k s  a r e  

s t r u c t u r e d  t o  f o r w a r d ,  r e c e i v e ,  s e n d ,  a n d  s t o r e  d a t a .

▪ N e t w o r k  t o p o l o g y  c o n s i s t s  o f  t w o  c a t e g o r i e s ;  p h y s i c a l ,  w h i c h  c o n t a i n s  t h e  d e v i c e s ,  

m a i n t e n a n c e ,  a n d  w i r e s )  a n d  l o g i c a l  w h i c h  d e s c r i b e s  t h e  w a y  t h e  n e t w o r k  t r a n s m i t s  a n d  h o w  

d a t a  f l o w s .

▪ T h e  c o r r e c t  t o p o l o g y  i m p r o v e s  p e r f o r m a n c e  b y  a s s i g n i n g  r e s o u r c e s  e f f i c i e n t l y  a c r o s s  t h e  

n e t w o r k a n d  h e l p s  i n  f i n d i n g  e r r o r s .  

▪ A b u s  n e t w o r k  t o p o l o g y o r  l i n e  t o p o l o g y  i s  w h e n  a l l  

n e t w o r k  n o d e s  a n d  c o m p u t i n g  d e v i c e s  a r e  c o n n e c t e d  

t o  a  c e n t r a l  c o n t i n u o u s  c a b l e  i n  a  s i n g l e  d i r e c t i o n .  

▪ B u s  n e t w o r k  t o p o l o g y  f e a t u r e s  a  s i m p l e  l a y o u t  

a n d  i s  a  c o s t - e f f e c t i v e  m e t h o d  f o r  s m a l l e r  

n e t w o r k s .  

▪ T h i s  t o p o l o g y  m a y  b e  v u l n e r a b l e ,  s i n c e  t h e  

n e t w o r k  i s  b a s e d  o n  o n e  c e n t r a l  c a b l e ,  a n d  i f  t h e  

c a b l e  f a i l s  t h e  e n t i r e  n e t w o r k  w i l l  g o  d o w n .

A bus network topology connects all network nodes and 

computing devices to a central continuous cable in a single 

direction
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51Network Topology (cont.)

▪ A m e s h  t o p o l o g y i s  u s e d  w h e n  n e t w o r k  n o d e s  a n d  

c o m p u t i n g  d e v i c e s  h a v e  m u l t i p l e  p a t h s  o r  h a v e  

o v e r l a p p e d  c o n n e c t i o n s .  

▪ T h e r e  a r e  t w o  t y p e s  o f  m e s h  t o p o l o g y ,  f u l l  m e s h  

t o p o l o g y ,  i n  w h i c h  e v e r y  n o d e  i s  c o n n e c t e d  t o  e v e r y  

o t h e r  n o d e  i n  a  n e t w o r k  a n d  p a r t i a l  m e s h  t o p o l o g y ,  

w h e r e  o n l y  s e l e c t e d  n o d e s  a r e  c o n n e c t e d  t o  e a c h  o t h e r ,  

a n d  o t h e r s  a r e  c o n n e c t e d  t o  o n l y  o n e  o r  t w o  d e v i c e s  i n  

t h e  n e t w o r k .  

▪ M e s h  t o p o l o g y  p r o v i d e s  r e l i a b i l i t y  a n d  r o b u s t n e s s ,  

b e c a u s e  i t  o f f e r s  r e d u n d a n c y  t o  a v o i d  f a i l u r e ;  o n e  l i n k  

c a n n o t  c a u s e  a  b r e a k  i n  t h e  n e t w o r k  o r  i n  t r a n s m i s s i o n  

o f  d a t a  o r  a f f e c t  o t h e r  l i n k s .  

▪ F u l l  m e s h  t o p o l o g y  c a n  b e  e x p e n s i v e ,  t i m e - c o n s u m i n g  

a n d  l a b o r - i n t e n s i v e  t o  i m p l e m e n t .  

▪ P a r t i a l  m e s h  o n  t h e  o t h e r  h a n d ,  o f f e r s  f e w e r  

r e d u n d a n c i e s  a n d  i s  l e s s  e x p e n s i v e  t o  i m p l e m e n t

A full mesh topology

In partial mesh topology, only selected 

nodes are connected to each other
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52Network Topology (cont.)

▪ A p o i n t - t o - p o i n t  t o p o l o g y i s  t h e  s i m p l e s t  

c o m m u n i c a t i o n  c o n n e c t i o n  b e t w e e n  t w o  n o d e s  d i r e c t l y  

c o n n e c t e d  t o  e a c h  o t h e r .

A point-to-point connection between two 

computers

A point-to-point connection 

between two routers

A point-to-point connection between two networks

▪ A r i n g  t o p o l o g y i s  a  c o n f i g u r a t i o n  w h e r e  a l l  n e t w o r k  n o d e s  a n d  

c o m p u t i n g  d e v i c e s  a r e  c o n n e c t e d  i n  a  r i n g  o r  c i r c l e .  

▪ D a t a  c a n  t r a v e l  e i t h e r  d i r e c t i o n ,  a n d  e a c h  n o d e  h a s  o n l y  t w o  n e i g h b o r s .  

▪ T h i s  t o p o l o g y  i s  c h a r a c t e r i z e d  b y  e f f i c i e n c y  i n  t r a n s m i t t i n g  d a t a  w i t h o u t  

e r r o r s  a n d  w i t h o u t  c o l l i s i o n  i n  t h e  n e t w o r k  a n d  i s  e a s y  t o  t r o u b l e s h o o t .  

▪ A  p o s s i b l e  d i s a d v a n t a g e  i s  t h a t  w h e n  w e  t a k e  t h e  r i n g  n e t w o r k  d o w n  t o  

r e c o n f i g u r e  d e v i c e s  o r  t r o u b l e s h o o t ,  t h e  e n t i r e  n e t w o r k  i s  o f f l i n e .  

▪ A n o t h e r  d i s a d v a n t a g e  i n  t h i s  t o p o l o g y  i s  t h a t  c o m p u t e r  d e v i c e s  s h a r e  

b a n d w i d t h ,  w h i c h  m e a n s  t h e r e  i s  m o r e  t r a f f i c  o n  t h e  n e t w o r k ,  a n d  m o r e  

d e l a y s .

A ring topology connects 

computing devices in a ring or a 

circle configuration
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53Network Topology (cont.)

▪ A s t a r  n e t w o r k  t o p o l o g y i s  c o n f i g u r e d  w h e n  a l l  n e t w o r k  n o d e s  a n d  c o m p u t i n g  d e v i c e s  a r e  

c o n n e c t e d  i n t o  a  c e n t r a l  s w i t c h  t h a t  m a n a g e s  d a t a  t r a n s m i s s i o n .

▪ D a t a  f l o w s  f r o m  a n y  n o d e  t h r o u g h  a  c e n t r a l  h u b ,  w h i c h  w o r k s  a s  a  r e p e a t e r ,  p r e v e n t i n g  d a t a  

l o s s .  

▪ T h e  s t a r  i s  t h e  m o s t  p o p u l a r  t o p o l o g y ,  p r o v i d i n g  h i g h e r  d a t a  t r a n s f e r  s p e e d ,  e a s y  i n s t a l l a t i o n  

a n d  m a n a g e m e n t  f r o m  a  s i n g l e  l o c a t i o n .  

▪ A  m a j o r  d i s a d v a n t a g e  i s  t h a t  w h e n  t h e  c e n t r a l  s w i t c h  f a i l s ,  t h e  e n t i r e  n e t w o r k  c a n n o t  

f u n c t i o n .  

▪ A d d i t i o n a l  n e t w o r k  t o p o l o g i e s  i n c l u d e  t h e  H y b r i d  a n d  T r e e  t o p o l o g i e s .

A star network topology connecting all network nodes and 

computing devices with a central switch
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54The Open Systems Interconnection (OSI) model

T h e  O p e n  S y s t e m s  I n t e r c o n n e c t i o n  ( O S I ) i s  a  r e f e r e n c e  o r  c o n c e p t u a l  m o d e l  t h a t  

d e s c r i b e s  t h e  f u n c t i o n s  a n d  s p e c i f i e d  p r o t o c o l s  a n d  s t a n d a r d s  o f  e a c h  c o n c e p t u a l  

l a y e r ,  t i e r ,  o r  s t r a t u m ,  o f  a  n e t w o r k  c o m m u n i c a t i o n .  

▪ I t  w a s  c r e a t e d  i n  1 9 8 4 ,  w h e n  t h e  I n t e r n a t i o n a l  O r g a n i z a t i o n  f o r  S t a n d a r d i z a t i o n  ( I S O )  

a n d  t h e  I n t e r n a t i o n a l  Te l e g r a p h  a n d  Te l e p h o n e  C o n s u l t a t i v e  C o m m i t t e e ,  k n o w n  i n  

F r a n c e  a s  t h e C o m i t é C o n s u l t a t i f I n t e r n a t i o n a l  T é l é p h o n i q u e e t  T é l é g r a p h i q u e

( C C I T T ) , m e r g e d  t h e i r  i d e a s  a n d  p r o c e d u r e s  t o  s h a p e  t h e  O S I  R e f e r e n c e  M o d e l .   

▪ T h e  O S I  m o d e l  d i v i d e s  t h e  I n t e r n e t  i n t o  s e v e n  t h e o r e t i c a l  l a y e r s  a n d  p r o v i d e s  a  v i s u a l  

n a r r a t i v e  t o  a  p a r t i c u l a r  n e t w o r k  s y s t e m .  

▪ T h e s e  ‘ l a y e r s ’  m a k e  i t  e a s i e r  t o  u n d e r s t a n d  t h e  t a s k s  o f  n e t w o r k  c o m m u n i c a t i o n ,  a n d  

t h e  o r d e r  i n  w h i c h  t h e y  o c c u r .

▪ T h e  I T U  Te l e c o m m u n i c a t i o n  S t a n d a r d i z a t i o n  S e c t o r  ( I T U - T )  p r o v i d e s  t h e  O S I  

s t a n d a r d s  a s  r e c o m m e n d a t i o n s  X . 2 0 0  s t a n d a r d s .   
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55The Open Systems Interconnection (OSI) model (cont.)

T h e  O S I  m o d e l  i s  n o t  m e a n t  t o  b e  a n  e x a c t  s c i e n c e ,  b u t  i t  d o e s  d e f i n e  t h e  n e t w o r k  f r a m e w o r k  

a n d  s h o u l d  b e  v i e w e d  a s  a  g u i d e l i n e ;  o f t e n  i t  d o e s  n o t  m a t c h  t h e  r e a l  w o r l d  e x a c t l y .  

▪ L a y e r  7  – A p p l i c a t i o n i s  t h e  i n t e r f a c e  b e t w e e n  t h e  u s e r  a n d  t h e  n e t w o r k .  

▪ T h i s  l a y e r  i s  c l o s e s t  t o  t h e  e n d  u s e r ,  a l l o w i n g  a c c e s s  t o  n e t w o r k  s e r v i c e s  l i k e  e - m a i l ,  

D i r e c t o r y  S e r v i c e s ,  We b  b r o w s e r s ,  v i d e o  c o n f e r e n c i n g  a p p l i c a t i o n s  l i k e  Z o o m  a n d  S k y p e ,  f i l e  

t r a n s f e r  a n d  m o r e .  

▪ T h e  h a n d s - o n  w o r k  o f  t h e  u s e r  i s  d o n e  i n  L a y e r  7 .

▪ L a y e r  6  – P r e s e n t a t i o n h a n d l e s  t h e  s y n t a x ,  w h i c h  i s  t h e  s t r u c t u r e ,  f o r m a t  o r  

o r g a n i z a t i o n  o f  d a t a ,  a n d  s e m a n t i c s ,  t h e  “ m e a n i n g ”  o f  t h e  d a t a ,  o f  t h e  i n f o r m a t i o n  

b e i n g  t r a n s m i t t e d  b y  t h e  n e t w o r k .  

▪ T h i s  l a y e r  s p e c i f i e s  a n d  h a n d l e s  p r e s e n t a t i o n  o f  d a t a  b y  t r a n s l a t i n g  a n d  c h a n g i n g  t h e  n a t i v e  

d a t a  r e p r e s e n t a t i o n s  t o  t h e  t r a n s f e r  s y n t a x .  

▪ E x a m p l e s  i n c l u d e  e n c r y p t i o n  b y  t r a n s f o r m i n g  t h e  o r i g i n a l  i n f o r m a t i o n  t o  a n o t h e r  f o r m  o r  

c i p h e r t e x t ,  a n d  d e c r y p t i o n  b y  t r a n s f o r m i n g  t h e  m e s s a g e  t o  i t s  o r i g i n a l  f o r m  o r  t o  p l a i n  t e x t .  

▪ T h i s  l a y e r  a l s o  p r o v i d e s  d a t a  c o m p r e s s i o n  t o  r e d u c e  t h e  s i z e  o f  t h e  d a t a ,  a n d  c o d e  c o n v e r s i o n ,  

i n c l u d i n g  A S C I I ,  U n i c o d e ,  E B C D I C ,  T I F F,  G I F,  P I C T,  J P E G ,  M P E G ,  M I D I ,  D O C X ,  H T M L ,  

M P 3 ,  AV I  a n d  o t h e r s .  

▪ T h e  p r o t o c o l s  u s e d  i n  t h i s  l a y e r  a r e  N e t w o r k  D a t a  R e p r e s e n t a t i o n  ( N D R )  a n d  L i g h t w e i g h t  

P r e s e n t a t i o n  P r o t o c o l  ( L P P ) . ©2022 T&F/CRC Press
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56The Open Systems Interconnection (OSI) model (cont.)

▪ L a y e r  5  – S e s s i o n c o o r d i n a t e s  t h e  m e c h a n i s m s  t h a t  o r g a n i z e  a n d  s t r u c t u r e  

c o m m u n i c a t i o n  b e t w e e n  a p p l i c a t i o n  p r o c e s s e s .

▪ S i m p l y  p u t ,  w h e n  t w o  m a c h i n e s  n e e d  t o  t a l k  t o  e a c h  o t h e r ,  a  s e s s i o n  i s  e s t a b l i s h e d  t o  

s y n c h r o n i z e  w h i c h  m a c h i n e  h a s  t h e  r i g h t  t o  t r a n s m i t  o r  t o  r e - s y n c h r o n i z e  i n  c a s e  o f  

a n  e r r o r .  

▪ T h e  S e s s i o n  l a y e r  i s  i n v o l v e d  i n  c o o r d i n a t i n g ,  s e t t i n g  u p ,  m a n a g i n g  a n d  e n d i n g  

s e s s i o n s  b e t w e e n  a p p l i c a t i o n s .  

▪ L a y e r  4  – Tr a n s p o r t d e l i v e r s  e n d - t o - e n d  r e l i a b l e  c o m m u n i c a t i o n  o v e r  t h e  

n e t w o r k .  

▪ M o r e  s p e c i f i c a l l y ,  t h i s  l a y e r  r e c e i v e s  d a t a  f r o m  t h e  u p p e r  l a y e r s  ( 5 - 7 ) ,  a t  w h i c h  

p o i n t  t h e  d a t a  i s  b r o k e n  i n t o  s m a l l e r  p i e c e s  c a l l e d  s e g m e n t s  a n d  i s  p a s s e d  t o  t h e  

N e t w o r k  l a y e r .  

▪ T h e  T r a n s p o r t  l a y e r  a l s o  e n s u r e s  t h a t  t h e  s e g m e n t s  c o r r e c t l y  r e a c h  t h e i r  d e s t i n a t i o n .  

E x a m p l e s  o f  p r o t o c o l s  u s e d  i n  L a y e r  4  a r e  t h e  T r a n s m i s s i o n  C o n t r o l  P r o t o c o l  ( T C P )  

a n d  U s e r  D a t a g r a m  P r o t o c o l  ( U D P ) .  
©2022 T&F/CRC Press

All Rights Reserved



57The Open Systems Interconnection (OSI) model (cont.)

▪ L a y e r  3  – N e t w o r k i s  r e s p o n s i b l e  f o r  t r a n s f e r r i n g  a n d  

r o u t i n g  p a c k e t s  t h r o u g h  d i f f e r e n t  r o u t e r s  b e t w e e n  s u b -

n e t w o r k s .  

▪ I n  t h i s  l a y e r ,  t h e  s e g m e n t s a r e  f u r t h e r  p r o c e s s e d  a n d  

f o r m  p a c k e t s .  

▪ A  s e g m e n t i s  i n s i d e  a  p a c k e t  a n d  c o n s i s t s  o f  c o n t r o l  

i n f o r m a t i o n  s u c h  a s  t h e  s o u r c e  a n d  d e s t i n a t i o n  o f  a n  I P  

a d d r e s s ,  v e r s i o n  o f  I P  u s e d ,  h e a d e r s ,  t r a i l e r  a n d  d a t a  

p a y l o a d  ( s i z e  o f  t h e  d a t a ,  d e f i n e d  i n  o c t e t s )  a n d  m o r e .

▪ T h i s  l a y e r  i s  r e s p o n s i b l e  f o r  p a c k e t  f o r w a r d i n g ,  

i n c l u d i n g  r o u t i n g / s w i t c h i n g  t h e  p a c k e t s  t h r o u g h  d i f f e r e n t  

r o u t e r s ,  a n d  t h r o u g h  e r r o r  a n d  c o n g e s t i o n  c o n t r o l .  

▪ F o r  e x a m p l e ,  i f  w e  w o u l d  l i k e  t o  c o n n e c t  t o  a  s e r v e r  i n  

G e r m a n y ,  t h e  r o u t e r  a t  t h i s  l a y e r  w i l l  f i n d  t h e  m o s t  

e f f i c i e n t  w a y  t o  r e a c h  t h e  s e r v e r .  

▪ E x a m p l e s  o f  p r o t o c o l s  u s e d  a r e  I P,  N AT  a n d  I C M P.  N e x t ,  

t h e  p a c k e t s  a r e  f o r w a r d  t o  t h e  D a t a  L i n k  l a y e r .

Segment, Packet and a Frame.
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58The Open Systems Interconnection (OSI) model (cont.)

▪ L a y e r  2  – D a t a  L i n k c o o r d i n a t e s  n o d e - t o - n o d e  d a t a  t r a n s f e r s ,  d e t e c t s  a n d  c o r r e c t s  

t r a n s m i t t i n g  e r r o r s ,  f o r m s  p a c k e t s  i n t o  f r a m e s ,  a n d  s y n c h r o n i z e s  t h e  f r a m e s .

▪ A  f r a m e  i s  a  c o l l e c t i o n  o f  b i t s .  M A C  a d d r e s s e s  a r e  p a r t  o f  t h e  f r a m e s  b e c a u s e  f r a m e s  u s e  

M A C  a d d r e s s e s ,  r a t h e r  t h a n  I P  a d d r e s s e s .  

▪ T h e  D a t a  L i n k  l a y e r  a c c e p t s  p a c k e t s  f r o m  t h e  N e t w o r k  l a y e r  a n d  a d d s  h e a d e r s  a n d  t r a i l e r s ,

m a k i n g  t h e m  i n t o  f r a m e s .  

▪ T h i s  l a y e r  s e n d s  t h e m  t o  t h e  P h y s i c a l  l a y e r .  

▪ I n  o r d e r  t o  f u l f i l  t h e s e  t a s k s ,  t h e  P h y s i c a l  l a y e r  i s  s p l i t  i n t o  t w o  s u b l a y e r s .  

▪ T h e  f i r s t  i s  t h e  u p p e r  s u b l a y e r  k n o w n  a s  t h e  L o g i c a l  L i n k  C o n t r o l  ( L L C )  s u b l a y e r ,  w h i c h  

p r o v i d e s  d a t a  t r a n s f e r  b y  c o m m u n i c a t i n g  w i t h  t h e  N e t w o r k  l a y e r  a n d  i s  r e s p o n s i b l e  f o r  

f r a m e  s y n c h r o n i z a t i o n ,  f l o w  a n d  e r r o r  c o n t r o l  a n d  m u l t i p l e x i n g  ( t r a n s m i s s i o n  o f  m u l t i p l e  

d a t a  s i m u l t a n e o u s l y  o v e r  a  s h a r e d  l i n k ) .

▪ T h e  l o w e r  s u b l a y e r ,  k n o w n  a s  t h e  M e d i a  A c c e s s  C o n t r o l  ( M A C )  s u b l a y e r ,  i s  r e s p o n s i b l e  f o r  

c o m m u n i c a t i n g  w i t h  t h e  P h y s i c a l  l a y e r .  

▪ T h e  p r o t o c o l s  u s e d  i n  t h i s  l a y e r  a r e  t h e  S e r i a l  L i n e  I n t e r n e t  P r o t o c o l  ( S L I P ) ,  P o i n t - t o - P o i n t  

P r o t o c o l  ( P P P ) ,  A d d r e s s  R e s o l u t i o n  P r o t o c o l  ( A R P )  A u t o m a t i c  R e p e a t  R e Q u e s t ( A R Q ) ,  

A s y n c h r o n o u s  T r a n s f e r  M o d e  ( AT M ) ,  I n t e g r a t e d  S e r v i c e s  D i g i t a l  N e t w o r k  ( I S D N )  a n d  I E E E  

8 0 2 . 3 .  
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▪ L a y e r  1  – P h y s i c a l r e p r e s e n t s  t h e  m e c h a n i c a l  a n d  e l e c t r i c a l  i n t e r f a c e s ,  a  s e t u p  o f  

p h y s i c a l  c o n n e c t i o n s  b e t w e e n  d e v i c e s  s u c h  a s  e t h e r n e t  c a b l e s ,  o p t i c a l  f i b e r  o r  

r a d i o  s i g n a l s ,  N I C  c a r d s ,  p r o c e d u r e s  a n d  f u n c t i o n s  o f  t h e  n e t w o r k .  

▪ T h e  P h y s i c a l  l a y e r  r e c e i v e s  f r a m e s  f r o m  t h e  D a t a  L i n k  l a y e r ,  c o n v e r t s  t h e m  i n t o  a  s i g n a l ,  

a n d  t r a n s m i t s  t h e m  o v e r  l o c a l  m e d i a .  

▪ T h e  p r o t o c o l s  u s e d  i n  t h i s  l a y e r  a r e  B l u e t o o t h ,  I E E E  8 0 2 . 3 ,  D i g i t a l  S u b s c r i b e r  L i n e  ( D S L ) ,  

s y n c h r o n o u s  d i g i t a l  h i e r a r c h y  ( S D H ) ,  R e q u e s t  f o r  C o m m e n t s  ( R F C s ) ,  a n d  v a r i e t i e s  o f  

8 0 2 . 1 1 .  

T h e s e  s e v e n  l a y e r s  c o n s i s t  o f  t w o  m a j o r  g r o u p s  a n d  h a v e  d i f f e r e n t  l e v e l  o f  

s i g n i f i c a n c e .  

L a y e r s  1 - 4  ( P h y s i c a l ,  D a t a  L i n k ,  N e t w o r k  a n d  Tr a n s p o r t ) a r e  t h e  l o w e r  l a y e r s  a n d  

p e r f o r m  t h e  p r o c e s s e s  f o r  d a t a  t r a n s f e r  a r o u n d  t h e  n e t w o r k .  

▪ T h e  p r i m a r y  g o a l  o f  t h e  l o w e r  l a y e r s  i s  f o r m a t t i n g ,  e n c o d i n g  a n d  t r a n s m i s s i o n  o f  

d a t a ,  u s i n g  b o t h  h a r d w a r e  a n d  s o f t w a r e .  

L a y e r s  5 - 7  ( S e s s i o n ,  P r e s e n t a t i o n ,  a n d  A p p l i c a t i o n ) c o m p r i s e  t h e  u p p e r  l a y e r s ,  a n d  

s i g n i f y  t h e  a p p l i c a t i o n  c o m p o n e n t  o r  a p p l i c a t i o n - l e v e l  d a t a .  T h e i r  p r i m a r y  g o a l  i s  t o  

i n t e r a c t  w i t h  t h e  u s e r  i n t e r f a c e  a n d  r u n  a p p l i c a t i o n s  t o  f u l f i l l  t h e  u s e r ’ s  r e q u e s t s .  
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61The Internet Protocol Suite (TPC/IP)
T h e  T C P / I P p r o t o c o l  s u i t e i s  a  l a r g e  f a m i l y  o f  p r o t o c o l s  t h a t  i s  n a m e d  a f t e r  T C P  a n d  I P.  

▪ T C P / I P  e n a b l e s  t h e  I n t e r n e t  t o  w o r k  b y  h e l p i n g  c o m p u t e r s  t a l k  t o  e a c h  o t h e r  f r o m  a n y w h e r e  

o n  t h e  I n t e r n e t .  

▪ T h e  T P C / I P  m o d e l e m e r g e d  f r o m  t h e  A R PA N E T  a n d  w a s  i n v e n t e d  i n  1 9 7 4  b y  D r s .  V i n t o n  G .  

C e r f  a n d  R o b e r t  E .  K a h n .

▪ I n  1 9 8 2 ,  t h e  g o v e r n m e n t  a d o p t e d  T C P / I P  a s  t h e  o f f i c i a l  p r o t o c o l  f o r  t h e  A R PA N E T.    

▪ T h e  T C P / I P  m o d e l  c o n t a i n s  f o u r  l a y e r s  a n d  c o n s t i t u t e s  a  s i m p l i f i e d  v e r s i o n  o f  t h e  O S I  

m o d e l .  

▪ T h e  O S I  a n d  T C P / I P  m o d e l s  a r e  t h e  t w o  m o s t  w i d e l y  u s e d  n e t w o r k i n g  m o d e l s  f o r  I n t e r n e t  

c o m m u n i c a t i o n s .  

▪ T C P / I P  e n c o m p a s s e s  m u l t i p l e  p r o c e s s e s  t h a t  a r e  r e q u i r e d  i n  s e n d i n g  a n d  r e c e i v i n g  d a t a ;  

t h e s e  p r o c e s s e s  m u s t  b e  s e n t  u s i n g  t h e  s a m e  i n t e r f a c e ,  t h e  I P  l a y e r .  

▪ T h e  d a t a  i s  t h e n  d i r e c t e d  t o  t h e  t r a n s p o r t  l a y e r  a n d  i s  m a n a g e d  t h e r e  b y  e i t h e r  T C P  o r  

U D P.  
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T h e  T C P / I P  i s  e s s e n t i a l l y  a  s h o r t e r  v e r s i o n  o f  t h e  O S I  m o d e l ,  c o n s i s t i n g  o f  f o u r  

i n s t e a d  o f  s e v e n  l a y e r s .  T h e  f o u r  l a y e r s  a r e :  

I . A p p l i c a t i o n  L a y e r  ( c o r r e s p o n d i n g  t o  l a y e r s  5 - 7  i n  O S I ) :  T h i s  l a y e r  i s  r e s p o n s i b l e  f o r  

t h e  u s e r  i n t e r f a c e ,  a l l o w i n g  u s e r s  t o  a c c e s s  i t s  s e r v i c e s .  

▪ E x a m p l e s  o f  t h e s e  s e r v i c e s  i n c l u d e  t h e  w e b  b r o w s e r ,  e - m a i l  c l i e n t  a n d  f i l e  t r a n s f e r  c l i e n t s .  

L i k e  t h e  A p p l i c a t i o n  l a y e r  o f  t h e  O S I  m o d e l ,  t h e  f o l l o w i n g  a r e  p r o t o c o l s  a r e  u s e d  b y  t h i s  

l a y e r :  

▪ D y n a m i c  H o s t  C o n f i g u r a t i o n  P r o t o c o l  ( D H C P )

▪ D o m a i n  N a m e  S y s t e m  ( D N S )

▪ F i l e  T r a n s f e r  P r o t o c o l  ( F T P )

▪ H y p e r t e x t  T r a n s f e r  P r o t o c o l  ( H T T P )

▪ M u l t i p u r p o s e  I n t e r n e t  M a i l  E x t e n s i o n s  ( M I M E )

▪ P o s t  O f f i c e  P r o t o c o l  ( P O P )

▪ R e a l  T i m e  S t r e a m i n g  P r o t o c o l  ( R T S P )

▪ S e c u r e  H y p e r t e x t  T r a n s f e r  P r o t o c o l  ( S H T T P )

▪ S i m p l e  M a i l  T r a n s f e r  P r o t o c o l  ( S M T P )

▪ S e c u r e  S h e l l  P r o t o c o l  ( S S H )

▪ Te l n e t  R e m o t e  P r o t o c o l  ( Te l n e t )

▪ T r i v i a l  F i l e  t r a n s f e r  P r o t o c o l  ( T F T P )

▪ T r a n s p o r t  L a y e r  S e c u r i t y  P r o t o c o l  ( T L S )

▪ U n i v e r s e  R e s o u r c e  L o c a t o r  ( U R L )  
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I I . H o s t - t o - H o s t  L a y e r ( l a y e r  4  i n  O S I ) :  T h i s  l a y e r  c o r r e s p o n d s  t o  t h e  Tr a n s p o r t  

l a y e r  o f  t h e  O S I  m o d e l ,  p r o v i d i n g  f l o w  c o n t r o l ,  s e g m e n t a t i o n ,  d a t a  t r a n s m i s s i o n ,  

r e l i a b i l i t y,  e r r o r  c o n t r o l ,  a n d  e n d - t o - e n d  d a t a  i n t e g r i t y.  T h i s  l a y e r  u s e s  t h e  

f o l l o w i n g  p r o t o c o l s :
▪ T r a n s m i s s i o n  C o n t r o l  P r o t o c o l  ( T C P )

▪ U s e r  D a t a g r a m  P r o t o c o l  ( U D P )

▪ D a t a g r a m  C o n g e s t i o n  C o n t r o l  P r o t o c o l  ( D C C P )

▪ S t r e a m  C o n t r o l  T r a n s m i s s i o n  P r o t o c o l  ( S C T P )

▪ T h e  s t a n d a r d  p r o t o c o l s  u s e d  b y  t h e  H o s t - t o - H o s t  l a y e r  t o  p r o v i d e  t r a n s f e r  d a t a  a n d  e n s u r e  

f u n c t i o n a l i t y  b e t w e e n  e n d  s y s t e m s  a r e  t h e  U s e r  D a t a g r a m  P r o t o c o l  ( U D P )  a n d  T C P.  

▪ B o t h  p r o t o c o l s  m o v e  d a t a  b e t w e e n  t h e  A p p l i c a t i o n  l a y e r  a n d  t h e  I n t e r n e t  l a y e r .  

▪ T h e  T C P  p r o t o c o l  p r o v i d e s  a  r e l i a b l e  s e r v i c e  a n d  c o n n e c t i o n  b y  e n s u r i n g  t h a t  d a t a  p a c k e t s  

a r e  r e s u b m i t t e d  i n  c a s e  o f  e r r o r .

▪ U n l i k e  T C P,  w h i c h  i s  a  c o n n e c t i o n - o r i e n t e d  p r o t o c o l ,  U D P  p r o v i d e s  u n r e l i a b l e  

c o n n e c t i o n l e s s  s e r v i c e s .  

▪ U D P  p r o v i d e s  f a s t  t r a n s m i s s i o n ,  a n d  l e a v e s  r e l i a b i l i t y  t o  b e  c o n t r o l l e d  b y  t h e  A p p l i c a t i o n  

l a y e r .  

▪ B o t h  T C P  a n d  U D P  d i v i d e  d a t a  i n t o  p a c k e t s ,  i n c l u d i n g  I P  a d d r e s s e s  o f  t h e  s e n d e r  a n d  

r e c e i v e r ,  a l o n g  w i t h  s e v e r a l  c o n f i g u r a t i o n s ,  t h e  t r a i l e r  t h a t  i n d i c a t e s  t h e  e n d  o f  t h e  

p a c k e t ,  a n d  t h e  a c t u a l  a p p l i c a t i o n  d a t a .  

▪ T h e  m a i n  d i f f e r e n c e  b e t w e e n  t h e  t w o  p r o t o c o l s  i s  h o w  t h e  d a t a  p a c k e t s  a r e  t r a n s p o r t e d .  
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TCP UDP 

Reliable protocol Unreliable datagram protocol 

Lower speed Higher speed 

Connection-oriented protocol Connectionless 

Error detection & correction No error detection & correction 

Congestion control No congestion control 

Acknowledge segments Only via checksum 

Segment retransition and flow control No retransition and flow control 

A brief summary of key-characteristics of TCP and UDP protocols
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T C P

▪ T h e  T r a n s m i s s i o n  C o n t r o l  P r o t o c o l  ( T C P )  i s  a  r e l i a b l e  h o s t - t o - h o s t ,  c o n n e c t i o n - b a s e d  

p r o t o c o l .  

▪ C o n n e c t i o n - b a s e d  p r o t o c o l  m e a n s  t h a t  b e f o r e  a n y  d a t a  c a n  b e  t r a n s m i t t e d ,  a  r e l i a b l e  

c o n n e c t i o n  b e t w e e n  h o s t s  m u s t  b e  a c h i e v e d  a n d  a c k n o w l e d g e d .  

▪ I t s  s p e e d  i s  s l o w e r  t h a n  U D P,  b u t  i t  i s  m o r e  r e l i a b l e ,  w i t h  f e w e r  e r r o r s  o c c u r r i n g .  

▪ T C P,  u n l i k e  U D P,  r e q u i r e s  t h e  r e c i p i e n t  a n d  t h e  s e n d e r  t o  c o m m u n i c a t e  a n d  e s t a b l i s h  a  

c o n n e c t i o n  a c k n o w l e d g i n g  t h a t  p a c k e t s  h a v e  b e e n  r e c e i v e d .  I f  p a c k e t s  a r e  n o t  a c k n o w l e d g e d  

b y  t h e  r e c i p i e n t ,  t h e y  a r e  s e n t  a g a i n .  

▪ I f  t h e  m e s s a g e  h a s  n o t  b e e n  r e c e i v e d  t h e  T C P  s e n d s  i t  a g a i n .  O n l y  w h e n  t h e  c o n n e c t i o n  i s  

e s t a b l i s h e d  c a n  t h e  u s e r ' s  d a t a  b e  s e n t  f r o m  e i t h e r  d i r e c t i o n .  T h i s  c o n n e c t i o n  i s  c a l l e d  a  

‘ h a n d s h a k e ’ .

▪ T C P  u s e s  a  t h r e e - w a y  h a n d s h a k e .  S Y N  f o r  S y n c h r o n i z e ,  S Y N - A C K ,  f o r  S y n c h r o n i z e  

A c k n o w l e d g e m e n t a n d  A C L f o r  A c k n o w l e d g e m e n t ,  r e s p e c t i v e l y .  

TCP uses a three-way handshake.
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U D P

▪ T h e  U s e r  D a t a g r a m  P r o t o c o l  ( U D P ) i s  a  f a s t e r  c o m m u n i c a t i o n  p r o t o c o l  t h a n  T C P 

b u t  i t  i s  u n r e l i a b l e .  U D P i s  a  t r a n s p o r t  l a y e r  p r o t o c o l  d e f i n e d  b y  R F C  7 6 8 .

▪ L i k e  T C P,  t h i s  p r o t o c o l  d i v i d e s  d a t a  i n t o  d a t a g r a m s  o r  p a c k e t s .  

▪ T h e  t e r m  d a t a g r a m  i s  a  b a s i c  t r a n s f e r  u n i t  a s s o c i a t e d  w i t h  a  p a c k e t - s w i t c h e d  n e t w o r k  

a n d  p r o v i d e s  a  c o n n e c t i o n l e s s  c o m m u n i c a t i o n .  

▪ D a t a g r a m s  a r e  s y n o n y m o u s  w i t h  t h e  p a c k e t s  u s e d  b y  U D P.   H o w e v e r ,  a  d a t a g r a m ’s  

a r r i v a l  a n d  i t s  c o n t e n t  a r e  n o t  g u a r a n t e e d  b y  U D P.  

▪ B o t h  p r o t o c o l s  a r e  b u i l t  o n  t o p  o f  t h e  I n t e r n e t  P r o t o c o l  ( I P ) ,  a n d  b o t h  s e n d  d a t a  a c r o s s  

t h e  i n t e r n e t  f r o m  o n e  I P  a d d r e s s  t o  a n o t h e r .  
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U D P

▪ I n  s u m m a r y ,  U D P d o e s  n o t  o f f e r  r e l i a b l e  

d e l i v e r y  a n d  e x t r a  s e c u r i t y  o v e r h e a d ,  

o f f e r i n g  n o  a c k n o w l e d g e m e n t  t h a t  

p a c k e t s  h a v e  b e e n  r e c e i v e d .  

▪ Wi t h  U D P,  w h e n  o n e  c o m p u t i n g  d e v i c e  

s e n d s  p a c k e t s  o f  d a t a  t o  a n o t h e r ,  

d e l i v e r y  c a n n o t  b e  g u a r a n t e e d ,  a  k i n d  o f  

‘ s e n d  i t  a n d  f o r g e t  i t ’  t e c h n i q u e .  

▪ U D P i s  f a s t e r  t h a n  T C P  b e c a u s e  i t  

e l i m i n a t e s  f u n c t i o n s  l i k e  e r r o r  c h e c k i n g  

a n d  r e c o v e r y  s e r v i c e s .  

▪ U D P c h o o s e s  s p e e d  o v e r  i n t e g r i t y ,  a n d  

d a t a  r e c e i v e d  m a y  n o t  e x a c t l y  m a t c h  d a t a  

s e n t .  

▪ U D P i s  f a s t e r  a n d  T C P i s  m o r e  r e l i a b l e .  

U D P i s  u s e d  f o r  s t r e a m i n g  g a m e s ,  l i v e  

b r o a d c a s t s ,  a n d  v i d e o .  

The User Datagram Protocol (RFC 768)
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I I I . I n t e r n e t  L a y e r : T h i s  l a y e r  p r o v i d e s  t h e  s a m e  s e r v i c e s  a s  O S I s  N e t w o r k  l a y e r .  

▪ T h e  l a y e r  r o u t e s  p a c k e t s ,  o r  d a t a g r a m s ,  f r o m  a  s o u r c e  t o  a  d e s t i n a t i o n  h o s t  a n d  d e f i n e s  

a d d r e s s i n g  o f  t h e  h o s t  b y  i d e n t i f y i n g  o n  w h i c h  n e t w o r k  t h e  d e v i c e  r e s i d e s .  

▪ T h e  I P  u s e s  t h e  T C P / I P  t r a n s m i s s i o n  m e t h o d .  

▪ T h e  m a i n  t a s k  o f  t h i s  l a y e r  i s  t o  s e n d  p a c k e t s ,  r e g a r d l e s s  o f  t h e  r o u t e  t h e y  u s e  t o  a r r i v e  a t  t h e  

d e s t i n a t i o n .  

I V . N e t w o r k  A c c e s s  o r  N e t w o r k  I n t e r f a c e  ( L a y e r s  1 - 2 ) : T h i s  l a y e r  i s  r e s p o n s i b l e  f o r  

p h y s i c a l  c o n n e c t i o n s  t o  t h e  n e t w o r k ,  p r o v i d i n g  a  b l e n d  o f  t h e  O S I  m o d e l ’ s  D a t a  l i n k  a n d  

P h y s i c a l  l a y e r s .

▪ T h e  N e t w o r k  l a y e r  i n c l u d e s  E t h e r n e t  a n d  o p t i c a l ,  o r  w i r e l e s s ,  r a d i o  w a v e  t e c h n o l o g y ,  s u c h  a s  

c e l l u l a r  a n d  W i - F i  s t a n d a r d s  t h a t  w o r k  a l o n g  w i t h  t h e  N I C  c a r d  o n  a  c o m p u t e r  d e v i c e .  

▪ T h i s  a l l o w s  t h e  c o m p u t e r  t o  a c c e s s  t h e  n e t w o r k  i n f r a s t r u c t u r e  a n d  s e n d  d a t a  t o  o t h e r  d e v i c e s .  

▪ T h e  m a i n  r e s p o n s i b i l i t y  f o r  t h i s  l a y e r  i s  t o  t r a n s m i t  i n f o r m a t i o n  o v e r  t h e  s a m e  n e t w o r k  

b e t w e e n  d e v i c e s .  T h e  f o l l o w i n g  p r o t o c o l s  a r e  u s e d  i n  t h i s  l a y e r .  
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The Internet 

Protocol Suite 

(TPC/IP)
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A typical LAN Network connected to the Internet
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Any Questions?
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